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NOTE:  Any bid received after the last date and time of the receipt of bids prescribed as mentioned above, will not be accepted by the Institute. Bids 

once submitted will be treated as final and no further correspondence will be entertained on this. 

 

IMPORTANT NOTICE 

 

Tenderers responding to this enquiry shall be deemed to be agreeable to the terms and conditions 

herein contained. These terms and conditions shall be binding on the successful tenderer. 

Conditional tenders are liable to be rejected. Institute will process the tender as per standard 

procedures. The director of the institute reserves the right to reject any or all or part of the tender 

without assigning any reason and shall also not be bound to accept the lowest tender. Institute 

would not be under any obligation to give any clarification to the agencies whose bids are rejected. 

 

 

COMPREHENSIVE CYBER SECURITY REVIEW OF IT INFRASTRUCTURE 
AT MPMMCC & HBCH, VARANASI. 

OFFICE OF ISSUE 
INFORMATION TECHNOLOGY DEPARTMENT 

MPMMCC VARANASI, U.P. 210005 

TENDER NIT NO. TMC/MPMMCC/IT/2025/NIT/36 

EMD AMOUNT INR (₹) 40,000.00 

DATE OF PUBLICATION 10/02/2025 

PRE-BID MEETING 14/02/2025 

PRE-BID MEETING VENUE 

CONFERENCE ROOM- 2 FIRST FLOOR, 

DNT BLOCK, MPMMCC, VARANASI, 

UTTAR PRADESH-221005. 

LAST DATE OF SUBMISSION 24/02/2025 up to 13:00 Hrs. 

OPENING OF TECHNICAL BID 24/02/2025 from 15:00 Hrs. 

VENUE FOR OPENING OF TENDER 

CONFERENCE ROOM- 2 FIRST FLOOR, 

DNT BLOCK, MPMMCC, VARANASI, 

UTTAR PRADESH-221005. 
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INVITATION TO TENDER AND INSTRUCTIONS TO TENDERERS 

 

 

Dear Sir(s),  

 

On behalf of the Director, Mahamana Pandit Madan Mohan Malaviya Cancer Centre sealed the 

tender for the Comprehensive Cyber Security Review of IT Infrastructure at MPMMCC & 

HBCH, Varanasi is invited in two bid systems (Technical/Pre-qualification and 

Commercial Bid). The terms and conditions of this contract applicable for technical/pre-

qualification and price schedule are given in the tender document (attached herewith). If you are 

interested to quote the Comprehensive Cyber Security Review of IT Infrastructure at 

MPMMCC & HBCH, Varanasi for new work in accordance with the requirements stated, please 

submit your tender in the prescribed Tender Form enclosed, in the original, on or before the 

prescribed date and time indicated in the terms and conditions of contract.  

 

 

 

 

 

 

 

MAHAMANA PANDIT MADAN MOHAN MALAVIYA CANCER CENTRE (MPMMCC), 

BHU CAMPUS, SUNDAR BAGIYA COLONY, SUNDARPUR, 

VARANASI, UTTAR PRADESH 221005. 

 

 

 

  

 

https://mpmmcc.tmc.gov.in/


TATA MEMORIAL CENTRE 
MAHAMANA PANDIT MANDANMOHAN MALVIYA CANCER CENTRE & HOMI BHABHA CANCER HOSPITAL 

(A Grant-in-Aid Institute under the Department of Atomic Energy, Govt. of India) 
 

                                     HBCH: Old Loco Colony, Shivpurwa, Varanasi, Uttar Pradesh - 221010 Ph. 0542-6917700, Website: mpmmcc.tmc.gov.in 

                                    MPMMCC: Sundar Bagiya, Near Nariya Gate, Banaras Hindu University Campus, Varanasi (U.P) – 221005 Ph. 0542-6917700. 

Page 4 of 37 

 

INDEX 

 

GENERAL INSTRUCTIONS TO BIDDERS FOR TENDERING ..................................................... 5 

PRE-QUALIFICATION CRITERIA ................................................................................................................ 7 

BIDDING PROCEDURE ........................................................................................................................... 7 

OPENING OF BID .................................................................................................................................. 7 

BID REJECTION CRITERIA ....................................................................................................................... 7 

TENDER EVALUATION CRITERIA ............................................................................................................... 8 

 

AWARD OF CONTRACT/PURCHASE ORDER ................................................................................................. 8 

 

SCOPE OF WORK (SOW) ..............................................................................................................9 

 

OTHER TERMS & CONDITIONS ……............................................................................................14 

PENALTY ............................................................................................................................................14 

RIGHT OF ACCEPTANCE …………..........................................................................................................14 

BREACH OF TERMS AND CONDITIONS .......................................................................................................15  

TERMS OF PAYMENT ............................................................................................................................16 

PERFORMANCE SECURITY......................................................................................................................17 

 

INSTRUCTIONS TO BIDDER ………..............................................................................................18 

 

SERVICE LEVEL AGREEMENT (SLA) ..........................................................................................23 

 

ANNEXURE – A 

BIDDERS’ PRE‐QUALIFICATION CRITERIA ..................................................................................................24 

 

ANNEXURE – B 

BID SECURITY DECLARATION ................................................................................................................28 

 

ANNEXURE – C 

TENDER ACCEPTANCE LETTER  .............................................................................................................29 

 

ANNEXURE – D 

VENDOR CAPABILITY FORM  ..................................................................................................................30 

 

ANNEXURE – E 

MANDATORY CONDITIONS TO BE SATISFIED BY ANY BIDDER  ........................................................................33 

 

OTHER CONTRACTUAL STIPULATIONS  

 

ANNEXURE – I 

PART I – TECHNICAL BID FORMAT ..........................................................................................................35 

 

ANNEXURE – II  

PART II – COMMERCIAL BID FORMAT ......................................................................................................37 

 

https://mpmmcc.tmc.gov.in/


TATA MEMORIAL CENTRE 
MAHAMANA PANDIT MANDANMOHAN MALVIYA CANCER CENTRE & HOMI BHABHA CANCER HOSPITAL 

(A Grant-in-Aid Institute under the Department of Atomic Energy, Govt. of India) 
 

                                     HBCH: Old Loco Colony, Shivpurwa, Varanasi, Uttar Pradesh - 221010 Ph. 0542-6917700, Website: mpmmcc.tmc.gov.in 

                                    MPMMCC: Sundar Bagiya, Near Nariya Gate, Banaras Hindu University Campus, Varanasi (U.P) – 221005 Ph. 0542-6917700. 

Page 5 of 37 

 

 

A. GENERAL INSTRUCTIONS TO BIDDERS FOR TENDERING 
 

 Last date of Submission:  24.02.2025 up to 13:00 Hrs.                                                    

         Tender Opening date:    24.02.2025 at 15:00 Hrs.  

        

NIT No.: TMC/MPMMCC/IT/2025/NIT/36                        Date: 10.02.2025 

 

1. MPMMCC and HBCH are inviting sealed tenders in two bid systems: Part-I (Technical Bid) and Part-II 

(Commercial Bid) for the “COMPREHENSIVE CYBER SECURITY REVIEW OF IT INFRASTRUCTURE 

AT MPMMCC & HBCH, VARANASI.” 
 

2. The said tender should be submitted in two parts i.e., ‘Part I-Technical Bid’ (as per the formats 

attached as ‘Annexure -I’, “Annexure-A, B, C, D, & E” along with supporting documents) and ‘Part 

II- Commercial Bid’ (as per format ‘Annexure -II’) respectively and each to be submitted in separate 

envelopes. 
 

3. The bidders are requested to go through the tender inquiry document carefully and submit the tenders in 

sealed covers, duly signed super scribed as follows: 

 

 

ENVELOPE –1  Ref. No. TMC/MPMMCC/IT/2025/NIT/36 

“TECHNICAL BID”  
 

  COMPREHENSIVE CYBER SECURITY REVIEW OF IT INFRASTRUCTURE AT MPMMCC & HBCH,   

  VARANASI. 

  

 

ENVELOPE – 2  Ref. No. TMC/MPMMCC/IT/2025/NIT/36 

“COMMERCIAL BID”  
 

  COMPREHENSIVE CYBER SECURITY REVIEW OF IT INFRASTRUCTURE AT MPMMCC & HBCH,   

  VARANASI. 

 

 

ADDRESS: 
 

IT-COORDINATOR, 

INFORMATION TECHNOLOGY DEPARTMENT 

DNT BUILDING, FIRST FLOOR, 

MAHAMANA PANDIT MADAN MOHAN MALAVIYA CANCER CENTRE, 

BHU CAMPUS, SUNDAR BAGIYA, VARANASI, UTTAR PRADESH 221005. 

TELEPHONE: 0542-6917700 EXTENSION-1112/1133. 

 

https://mpmmcc.tmc.gov.in/
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        Bid documents should reach Information Technology Department on or before 24.02.2025 up to 13:00 Hrs. 

        The Part I- Technical Bid shall be opened at 15:00 hrs. on the same day i.e., on 24.02.2025. 
 

4. After opening the technical bid, the Documents submitted by the respective tenderers will be evaluated and 

the Commercial Bid (financial bid) will be opened only to technically qualified tenderers. The time and date 

will be intimated to such tenderers. 
 

5. Time and date of opening of Part II- Commercial Bid will be intimated only to the tenderers who will be 

qualified after evaluation of Part I- (Technical Bid) i.e., Part II of the tenders will be opened on a date to be 

intimated later, only if Part I of the bid is technically accepted. Only technically qualified and commercially 

lowest offers will be considered for further process. 
 

6. No tender will be accepted unless the full amount of Ernest’s Money Deposit (EMD) of ₹ 40,000 (Rupees 

Forty Thousand Only) is paid. The Earnest Money Deposit must be paid by Demand Draft/Bankers Cheque 

drawn in favor of “Mahamana Pandit Madan Mohan Malaviya Cancer Centre” payable at Varanasi, to be 

attached along with Technical-Bid or submit the EMD amount at the cash counter of MPMMCC & obtain a 

receipt from cash counter. The original EMD receipt must be enclosed along with the tender document 

(Technical-Bid Part-I). The EMD Receipt number/DD No. and the date should be mentioned on the envelopes 

(i.e., Technical-Bid Part-I & Price-Bid Part-II). The copy of the EMD receipt/DD No. must be kept with the 

vendor and to be shown at the time of tender submission. 

 

Exemption against submission of EMD will be applicable as per prevailing rules of the Government  

of India under GFR. 

Relaxation in Bidder pre‐qualification criteria will be applicable as per prevailing rules and norms for 

“Startups” by the Government of India. 

 

7. No tender will be accepted unless the Bid Security Declaration is enclosed along with PART I- TECHNICAL 

BID of the tender document. 

 

 

PRE-BID MEETING: 

For the purpose of clarification of doubts of the bidders on issues related to this NIT, the institute (HBCH & 

MPMMCC) intends to hold a Pre-Bid meeting on the date and time as indicated in the NIT. The queries of all 

the bidders should be reached on or before 14.02.2025 through email at it@mpmmcc.tmc.gov.in. It may 

be noted that no queries of any bidder shall be entertained if received after the Pre-Bid meeting. 
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8. PRE-QUALIFICATION CRITERIA 

a. The bidder should have a legal entity either of individual/partners or a body corporate which may sue or 

may be sued. 

b. The bidder should be competent enough to deal with the business of the tendered item technically and 

financially and should have adequate manpower having prescribed qualifications (Skilled & Technical) 

required for managing the business. 

c. Tenderer must provide evidence of having supplied to government hospitals / reputed private hospitals 

/ reputed organizations in India with similar nature of services in the last two years and a copy of the 

same should be submitted. 

d. The tender document must be accompanied by a copy of PAN, Certificate of registration of firm/ 

company registration, and GST registration Certificate. 

 

9. BIDDING PROCEDURE 

a. Bids are invited in two bid systems, (1) Technical/Pre-qualification Bid and (2) Commercial Bid, which 

shall be sealed separately by mentioning the technical bid and Commercial bid on the top of the 

envelope. Both of these two envelopes will be then enclosed in a single sealed envelope. 

b. No Bids will be accepted after the due date and time under any circumstances. This office will not be 

responsible for any postal/courier delay and also for reasons beyond the control of this office. 

c. Technical/Pre-qualification Bid must contain the EMD for a specified amount, along with complete 

technical details as desired by this tender. First Technical Bids of all the tenders will be opened on the 

pre-scheduled date, time & venue. Technical Bids without EMD will be summarily rejected. 

d. Price bids will open after evaluation & successful Technical Bid. The Department will then inform the 

date, time & venue to bidders for commercial bid opening. 

 

10. OPENING OF BIDS 

a. The Institute (HBCH & MPMMCC) will open the technical bids at the scheduled time, date, and venue 

in the presence of the bidder’s representatives who chose to attend. 

b. The bidder’s representatives who will be present shall sign on the paper evidencing their attendance. 

c. The firm who has submitted the bids and whose offers are found technically suitable shall be informed 

of the opening date of the second envelope i.e., “Price Bid (Commercial Bid)”. 

 

11. BID REJECTION CRITERIA 

a. Bids without EMD would be rejected 

b. Bids without a profile and declaration on the company’s letterhead would be rejected. 

c. Non-submission of bid security/EMD signed by authorized signatory in physical form. 

d. Incomplete including non-submission or non-furnishing of requisite documents are liable for rejection by 

the institute. 
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12. TENDER EVALUATION CRITERIA 

a. The evaluation will be a two-stage process: - 1. Technical Evaluation  2. Commercial Evaluation. 

b. The bidders shall be evaluated based on the qualifying requirements as given in Annexure 

c.  Price bids will be opened only for Techno-Commercially accepted bidders. 

d. The contractor shall be awarded the work on an overall L-1 basis for the full scope of the tender. 

e. In case of a tie between two or more than two bidders for L1 price. Bids shall be called for a discount 

on the price offered in sealed envelopes from all the L1 bidders. 

f. The price bid shall be evaluated on an overall basis.  
 

13. Latest Government of India guidelines on the “Public Procurement Policy for Micro and Small Enterprises 

(MSEs) Order, 2012” & Subsequent amendments from time to time will be applicable. A copy of a valid 

UAM/URC must be submitted if available. 

14. The latest Government of India guidelines “Mandatory Conditions to be satisfied by any bidder from a 

Country which shares a land border with India” placed at Annexure E. 

a. Self-attested copy of Annexure E Mandatory conditions to be satisfied by any bidder from a country 

that shares a land border with India. – Bidder to confirm. 

b. Certificate of compliance of clauses of Annexure E, clause A VII. – Bidder to confirm. 

c. Certification as per the last paragraph of Annexure E Mandatory conditions to be satisfied by any 

bidder. 
 

15. AWARD OF CONTRACT/PURCHASE ORDER 
  

The Purchaser will award the contract/purchase order to the bidder whose quotation has been determined 

to be substantially responsive and who has bided the lowest evaluated quotation price. 

a. Notwithstanding the above, the Purchaser reserves the right to accept or reject any quotations and 

cancel the bidding process, and reject all quotations at any time prior to the award of the contract. 

b. The bidder whose bid is accepted will be notified of the award of the contract by the Purchaser prior to 

the expiration of the bid validity period. The terms of the accepted bid shall be incorporated into the 

purchase order/work order. 

16. The bidder will be responsible for the safe transit of the goods under proper goods insurance coverage 

and under standard conditions and the risk of loss in transit of the goods/services shall be the 

responsibility of the bidder. 

17. If the Vendor Capability Proforma provided and the documents required as mentioned are not submitted, 

HBCH & MPMMCC reserves the right not to accept the offer. 

18. The Director, HBCH & MPMMCC reserves the right to cancel, adding, reducing, or deferring the purchase 

without assigning any reason thereof, and a claim on this behalf in any way shall not be tenable for 

compensation in one way or the other.  In such a case, the bidder will be refunded with the earnest money 

deposit without any payment of interest. The Director, HBCH & MPMMCC on inquiry will disclose the 

reasons for rejecting a tender or non-issuing a tender document. 

19. If a firm quotes “NIL” charges/consideration, the bid shall be treated as unresponsive and will not be 

considered.  

https://mpmmcc.tmc.gov.in/
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B. SCOPE OF WORKS 
 

The Scope of work for the Comprehensive Cyber Security Review would be as per the Guidelines of 

CERT-IN and would be under the following broad categories: 
 

A. Background and Objective of the Assignment: 
 

The institute (HBCH & MPMMCC) would like to engage a third-party firm to perform services including a 

cyber security audit, review of their existing IT policies, and creation of IT policies in line with ISO 27001 

and ISMS readiness. The overall purpose of the Cyber Security Audit exercise is to conform to the IT 

security needs of quality standard ISO 27001, which includes the evaluation and gap analysis of the 

following with respect to CERT-IN guidelines: 

▪ Current IT infrastructure of the institute. 

▪ Network and devices in use. 

▪ Operating systems and databases at the Server level and User level. 

▪ Application packages and databases. 

▪ IT Policies including Operational Procedures in the current IT setup at the institute. 

▪ Identification of vulnerabilities, security flaws, gaps, and loopholes. 
 

The main objective of this project is to engage CERT-IN empaneled auditors, to audit the security 

implementation across HBCH & MPMMCC IT Infrastructure, including its web-based applications. The 

agency will also assist the HBCH & MPMMCC in the identification of the vulnerabilities during assessment 

& provide recommendations to cope with encountered vulnerabilities.  
 

B. Broad Scope of Cyber Security Audit: 
 

1. Conduct a Cyber security Audit of HBCH & MPMMCC IT Infrastructure in conformance with the Information 

and Cyber Security Policy of HBCH & MPMMCC and the latest version of “Cyber Security Audit Baseline 

Requirements” by National Security Council Secretariat followed by CERT-IN and ascertain the ISO 27001 

and ISMS readiness. 
 

2. The scope of the Audit shall broadly cover the following areas:  

▪ Current IT infrastructure of HBCH & MPMMCC  

▪ Information security policies / TMC ISMS Framework 

▪ Human resource security  

▪ Asset management  

▪ Access control  

▪ Physical and environmental security  

▪ Operations Security  

▪ Communications/Network Security  

▪ Vendor/Service provider relationships  

▪ Information security incident management  

▪ Information security aspects of business continuity management  
 

3. The detailed scope of the Cyber Security Review shall comprise of: - 

▪ Network Architecture Review 

▪ Vulnerability Assessment & Penetration Testing 

▪ Configuration Audit of Network & Security Devices 

▪ Firewalls Rules Review 

https://mpmmcc.tmc.gov.in/
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▪ Configuration Audit of Servers 

▪ Network Performance Testing 

▪ External Penetration Testing 

▪ Re-Scan (Closure Audit) 
 

4. Conduct Vulnerability Assessment /Penetration Test for IT setup of HBCH & MPMMCC, Website, and 

network, wherever necessary. Based on the findings, suggest corrective actions/redressals/mitigation of 

risks/Non-Conformities (NCs), with the objective of enhancing the security posture of the information 

systems. 
 

5. Review existing IT and cybersecurity policies and procedures and recommend suitable measures for 

adopting best practices in line with ISO 27001 and ISMS readiness. 
 

6. Recommend a suitable Cyber Crisis Management Plan (CCMP) for HBCH & MPMMCC IT facilities, for 

consideration of the authority, which will contain a strategy followed in case of a Cyber-attack or threat.  
 

7. Security audit of the website should clearly state that with implementation of remedies / measures 

suggested for all web pages along with respective linked data files (in pdf / doc / xls formats), all scripts and 

image files shall be free from any vulnerability or malicious code, which could be exploited to compromise 

and gain unauthorized access with escalated privileges into the web server system hosting the said website. 
 

8. The report should contain: - 

▪ Dates and locations (s) of audit preliminary and final audit plan. 

▪ Additional mandatory or voluntary standards or regulations applicable to the auditor. 

▪ Summary of audit findings including identification tests, tools used, and results of tests performed. 

▪ Analysis of vulnerabilities and issues of concern. 

▪ Recommendations for action. 

▪ Personnel involved in the audit. 

▪ In addition to this, the report should include all unknowns clearly marked as unknowns. 
 

9. HBCH & MPMMCC shall get the vulnerabilities removed and subsequently the auditor shall audit again and 

submit a final formal IT security audit report. The successful bidder on a successful security audit furnishes 

a security Certificate for IT infrastructure and Website as per CERT-IN norms stating that HBCH & 

MPMMCC Data centre and website are completely safe from internal & external threats. Bidder will Certify 

the Web applications/website tested as “Safe for Hosting”.  
 

10. The successful bidder is expected to carry out an assessment of the vulnerabilities, threats, and risks that 

may exist in the institute (HBCH & MPMMCC) and website for internet vulnerability assessment and 

penetration testing, which includes identifying remedial solutions and recommendations for implementation 

of the same to mitigate all identified risks, with the objective of enhancing the security of the institute data 

centre, website, and the other integrated applications. 
 

11. The successful bidder is required to submit the audit report (preliminary and intermediate) clearly stating 

the observations and remedial measures suggested for the subjected component. 
 

12. The successful bidder shall be required to provide support in implementing the suggested remedial 

measures and patching as required. 
 

13. The successful bidder will submit a separate final report indicating about the status of found vulnerabilities 

and recommendations for action after completion of the security Audit / Assessment of IT Infrastructure, 

applications, and website. 

https://mpmmcc.tmc.gov.in/


TATA MEMORIAL CENTRE 
MAHAMANA PANDIT MANDANMOHAN MALVIYA CANCER CENTRE & HOMI BHABHA CANCER HOSPITAL 

(A Grant-in-Aid Institute under the Department of Atomic Energy, Govt. of India) 
 

                                     HBCH: Old Loco Colony, Shivpurwa, Varanasi, Uttar Pradesh - 221010 Ph. 0542-6917700, Website: mpmmcc.tmc.gov.in 

                                    MPMMCC: Sundar Bagiya, Near Nariya Gate, Banaras Hindu University Campus, Varanasi (U.P) – 221005 Ph. 0542-6917700. 

Page 11 of 37 

 

 

C. Other Requirements of Comprehensive Cyber Security Audit: 
 

1. CSAF Audit: An audit has to be carried out as per the CERT-IN guidelines and the Cyber Security 

Assessment Framework (CSAF) Version 2. The audit will include a compliance audit as per CSAF markers 

along with a technical sampling audit for evidence gathering. The scope of work would cover the following 

areas: 

▪ Assessment against CSAF markers and evidence collection 

▪ Gap Analysis against CSAF 

▪ Documented evidence 

▪ Compliance audits 
 

2. Operating Systems and System Software such as Server Software, Domain Controller Server, Server 

Hardware such as Rack Servers, etc. The audit will include the server vulnerability assessment, pack, 

and service patch updates, backdoor checks, and default configuration. 
 

3. Network connections of leased lines between MPMMCC and HBCH. Routers & Firewalls in the institutes. 

Controls of Internet and other network access to various end-users by firewalls and anti-virus policies. 

The audit will include the network architecture review, network vulnerability assessment, and network 

configuration review based on the vulnerability assessment. The bidder is supposed to analyze all reports, 

logs, etc. of the cyber security devices installed in the institute and provide input on cyber security policies 

for the same. 

▪ End user device audit: admin/user password control, license control, OS patches, updates, virus 

updates, shared folders access control, use of external devices, and presence of unnecessary 

software. 

▪ Application audit: An audit has to be carried out on all the Software Applications and Packages that 

are exposed to the Internet. 
 

4. The bidder shall review and recommend IT and Cyber Security policies (Internal) for MPMMCC/HBCH. 

The policies shall include the themes as mentioned in deliverables and any additional theme identified in 

the Audit report and not included in the scope. The selected agency shall recommend a suitable Cyber 

Crisis Management Plan (CCMP) for HBCH & MPMMCC IT facilities, for consideration of the authority 

and will contain a strategy followed in case of a Cyber-attack or threat in HBCH & MPMMCC.  
 

5. The selected bidder should provide the below-mentioned details at the starting of the Cyber Security Audit 

exercise:  

▪ Methodology in which the Cyber Security Audit activity is to be done, this will include the time frame 

of each activity so as to organize the cyber audit activity for better control and monitoring.  

▪ Standards of Security and Quality that are to be followed during the Cyber Security Audit activity.  

▪ Tools and Software that may be used for the cyber security audit activity. All tools and software used 

by the bidder need to be licensed.  
 

6. Reports may require by HBCH & MPMMCC, during and at the end of the Cyber Security Audit exercise:  

▪ Audit Plan and proposed and actual progress in the Cyber Audit exercise on a weekly basis.  

▪ Summary of Cyber Audit findings, including identification tests and the results of the tests need to be 

shared with concerned HBCH & MPMMCC officials on a weekly basis and as and when required.  

▪ Analysis of vulnerabilities and issues of concern of cyber security needs to be reported on a weekly 

basis.  
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7. Comprehensive Cyber Security Review based on Cert-In, CIS, and NIST Hardening Guidelines and 

Consultancy Support on offsite remediation of Gaps, which will cover the following activities:  

▪ Scoping & Gap assessment  

▪ Issuance of Gap assessment report 

▪ Final audit & report preparation 
 

D. Deliverables:  

▪ Compliance Assessment Report along with recommendations for corrective 

actions/redressals/mitigation of risks / Non-Conformities (NCs)  

▪ Vulnerability Assessment and Penetration Testing Report  

▪ Detailed Audit Report  

▪ Draft Cyber Crisis Management Plan  

▪ Audit Certificate  
 

E. Any Additional and Mandatory standards of Cyber Audit regulation as required for CERT-IN Audit, should 

be made available and applicable by the Auditor.  
 

F. Presentation on the Cyber Security Audit Report, its findings, conclusions, and recommendations for Gap 

Analysis and Plugging, as per CERT-In guidelines, need to be made to the management of HBCH & 

MPMMCC as required. Recommendations should also be given for Quality Standard ISO 27001, as this is 

also a prime objective of the Cyber Security Audit Output.  
 

G. Details of the authorized contact person for the Cyber Security Audit Exercise need to be provided by the 

Bidder, designated for HBCH & MPMMCC, to be the single point of contact for the bidder.  
 

 

H. Cyber Security Audit Delivery and Timelines: 
 

 

 

 

 

 

 

 

 

 

 

 

 
 

Details of the Authorized Contact person for the Cyber Security Audit Exercise need to be provided by the 

Bidder, designated for HBCH & MPMMCC, to be the single point of contact for the Bidder. 

 

T:  Date of Order Placed to Bidder. 

R: Days taken by HBCH & MPMMCC in review and closure of findings. 

 

  

Issue of Work 

Order 

(Date: T) 

Audit Initiation 

(T+10) 

Audit Report 

(T+30) 

MPMMCC Review 

& Closure  

(T+30+R) 

Second Phase 

Audit Initiation 

(T+30+R+20) 
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I. Assets and Inventory Details:  

 

 

Important Note: The complete IT Infrastructure details understanding regarding OEM, make models etc. 

will be provided at the time of Pre-Bid meeting. These details are avoided to be published in public domain 

to weaken the reconnaissance of our IT infrastructure.  

APPLICATIONS 

SN Application Name Developed by Publish 
Number of 

Application 

1 Official Website   1 

2 Web-EMR   1 

3 Payment Gateway   1 

4 Application-1    1 

5 API Security   1 
 

INFRASTRUCTURE 

SN Server Name 
Physical 

servers 

Virtual 

Machines 

Hosting 

Location 

Count of IP in 

Scope 

1 Intel Based Server    29 

2 Workstation    5 

3 IBM DB2    2 

4 Email -Office365    NA 

5 Endpoint Security     25 
 

NETWORKS 

SN Device Name OEM / Make Model  No. of Devices Count of IP in Scope 

1 L3 Switches   5 

2 L2 Switches   12 

3 Firewalls   2 

4 Wi-Fi Indoor Access Point   20 

5 Wi-Fi Outdoor Access Point   4 

6 Wi-Fi Controller   2 

7 Web Security Gateway   1 

 

 

ENDPOINTS 

SN Device Name OEM / Make Model No. of Devices Count of IP in Scope 

1 Desktops   10 

2 Laptops   2 

4 Interactive Flat Panel   2 

5 Computer Kiosk Machine   2 

6 Biometric Machine   2 

7 
Aadhaar Enable 

Biometric 
  2 
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C. OTHER TERMS & CONDITIONS 

 

1. PENALTY:  

A. In case the agency fails to provide any service there would be a minimum penalty of Rs. 1000/- 

per day for each service affected. 
 

B. Penalty to be imposed will be subject to a maximum of the total value of the contract. In case of 

gross negligence and downtime, security deposited by the firm can be forfeited besides 

immediate cancellation of the contract. 

 

2. RIGHT OF ACCEPTANCE: 

  HBCH & MPMMCC reserves the right to accept or reject any or all tenders/quotations without 

assigning any reason thereof and also does not bind itself to accept the lowest quotation or any 

tender. HBCH & MPMMCC also reserves the right to accept all the items/equipment/instruments in 

the given tender or only part of it in any given schedule without assigning any reason. 

 

3. VALIDITY OF THE BIDS:  

  The bids shall be valid for a period of 180 days from the date of opening of the tender. This has to be 

so specified by the tenderer in the commercial bid which may be extended if required. 

 

4. RESPONSIBILITY FOR EXECUTING THE CONTRACT: 

The agency is to be entirely responsible for the execution of the contract in all respects in accordance 

with the terms and conditions specified in the acceptance of the tender. 
 

A. The agency shall not sublet transfer or assign the contract or any part thereof to any third party 

without the written permission of The Director (MPMMCC/HBCH), Varanasi. In the event of the 

contractor contravening this condition, The Director, (MPMMCC/HBCH) shall be entitled to place 

the contract elsewhere, on the contractor’s account at his risk and the agency shall be liable for 

any loss or damage. 
 

B. In all matters of a dispute relating to this contract, the decision of The Director, 

(MPMMCC/HBCH), Varanasi will be final and binding upon the agency. 

 

5. RISK PURCHASE & RECOVERY OF SUMS DUE: 

A. Failure or delay in service of any or all items/work as per Requisition / Purchase Order / Work 

Order, Specification, or brand prescribed in the tender, shall be treated as 'non-compliance' or 

'breach of contract' and the order in part or full be arranged from an alternative source(s) at the 

discretion of the hospital authority and the difference in price has to be recovered from the 

tenderer as mentioned elsewhere. 
 

B. The amount will be recovered from any of his subsequent/pending bills or security deposit. 
 

C. In case the sum of the above is insufficient to cover the full amount recoverable, the contractor 

shall pay to the purchaser, on-demand the remaining balance due. 
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6. COMMUNICATION OF ACCEPTANCE: 

HBCH / MPMMCC, Varanasi reserves all right to reject any tender including those tenderers who fail 

to comply with the instructions without assigning any reason whatsoever and does not bind itself to 

accept the lowest or any specific tender. The decision of this Institute in this regard will be final and 

binding. 
 

7. INSOLVENCY ETC.: 

   In the event of the firm being adjudged insolvent or having a receiver appointed for it by a court  or 

any other under the Insolvency Act made against them or in the case of a company passing any 

resolution or making of any order for winding up, whether voluntary or otherwise or in the event of 

the firm failing to comply with any of the conditions herein specified, HBCH /MPMMCC, Varanasi 

shall have the power to terminate the contract without any prior notice. 
 

8. FORCE MAJEURE: 

If at any time during the subsistence of this contract, the performance in whole or in part by either 

party of any obligation under this contract is prevented or delayed by reasons of any war or hostility, 

the act of a public enemy, civil commotion, sabotage, fire, floods, exception, epidemics, quarantine 

restriction, strikers lockout or act of God (hereinafter referred to as events) provided notice of 

happening of any such eventuality is given by a party to other within 21 days from the date of 

occurrence thereof, neither party hall by reason of such event be entitled to terminate this contract 

nor shall either party have any claim for damages against other in respect of such non-performance 

or delay in performance and deliveries have been so resumed or not shall be final and conclusive.  
 

   Further, if the performance in whole or in part of any obligation under this contract is prevented or 

delayed by reason of any such event for a period exceeding 60 days, HBCH / MPMMCC, Varanasi 

party may, at least option to terminate the contract. 
 

9. BREACH OF TERMS AND CONDITIONS: 

       In case of breach of any terms and conditions as mentioned above, the Competent Authority will 

have the right to cancel the contract without assigning any reasons thereof and nothing will be 

payable by HBCH / MPMMCC, Varanasi. In that event, the security deposit shall also stand 

forfeited. 
 

10. SUBLETTING OF CONTRACT: 

The firm shall not assign or sublet the contract or any part of it to any other person or party without 

having first obtained permission in writing from HBCH & MPMMCC, Varanasi, which will be at liberty 

to refuse if things fit. The tender is not transferable. 
 

11. REPEAT ORDER: 

The Institute has the right to place an order with mutual acceptance of the contractor/supplier for an 

additional quantity equal to 100% of the original order with the successful bidders at the same rates, terms 

& conditions within a period of 01 Year from the date of order or during the currency of the order. 
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12. RIGHT TO CALL UPON INFORMATION REGARDING THE STATUS OF THE CONTRACT: 

The Institute (MPMMCC/HBCH), Varanasi will have the right to call upon information regarding the status 

of the contract at any point in time. 

 

13.  L1 WILL BE DECIDED ON THE SERVICE FOR HBCH & MPMMCC, VARANASI: 

A. L1 bidder will be decided based on the total amount quoted for the said service. 

B. In this context, the final decision of the committee will be binding to all and no claim in this regard can 

be entertained. The quantity indicated is tentative and may vary, and any decision in this regard by the 

Director HBCH / MPMMCC, Varanasi shall be final. 

 

14.  TERMS OF PAYMENT: 

A. 100% payment shall be released within 30 days on satisfactory receipt of the comprehensive cyber 

security review of IT infrastructure and submission of reports. 

B. Advance payment will not be made under any circumstances. 

C. EMD would be released without interest within 60 days. 
 

For payment, the contractor should submit the following documents: 

❖ Two copies of the invoice. 

❖ Packing list/Delivery challan/Service report. 

❖ Any other documents, if required. 

 

15. EARNEST MONEY DEPOSIT (EMD): 

A. No tender will be accepted unless the full amount of Ernest’s Money Deposit (EMD) of ₹ 40,000 

(Rupees Forty Thousand Only) is paid. The Earnest Money Deposit must be paid by Demand 

Draft/Bankers Cheque drawn in favour of “Mahamana Pandit Madan Mohan Malaviya Cancer 

Centre” payable at Varanasi, to be attached along with the tender document or submit the EMD 

amount at the cash counter of MPMMCC & obtain a receipt from cash counter. The original EMD 

receipt must be enclosed along with the tender document. 
 

B. The EMD of unsuccessful bidders will be returned after the award of the contract to the successful 

bidder and shall carry no interest whatsoever. 
 

C. The EMD of the unsuccessful bidder/s will be returned within 45 days from the award of the contract 

and the EMD of the successful bidder will also be returned after acceptance of the work order and 

submission of PBG (Performance Bank Guarantee) of requisite value. 
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16. PAYMENT BANK GUARANTEE (PBG)/SECURITY DEPOSIT: 

A. A Performance bank guarantee of 5% of Contract Value (including GST) to be paid either through 

DD or in the form of a Bank Guarantee to be given for satisfactory performance for the period of 06 

months.  
 

B. No interest shall be payable on the Performance guarantee/ Security Deposit amount. 
 

C. If the contractor is called upon by the office of the IT Department (MPMMCC) to deposit a 

performance guarantee amount and the contractor fails to provide the performance guarantee 

amount within the period specified/granted, such failure will constitute a breach of the contract and 

the office shall be entitled to make other arrangements at the risk and expense of the contractor 

whereby the contract shall be awarded to the next eligible bidder in order and forfeiture of the earnest 

money (EMD) shall be affected. 
 

D. On due performance and completion of the contract in all respects, the performance guarantee/ 

security deposit amount will be refunded to the contractor without any interest. 
 

17. GSTs (Goods & Service Tax):  

A. GST rates applicable on your quoted item may please be informed.  
 

B. In the event of an increase/decrease in GST, detailed justification and supporting evidence may 

be submitted for our consideration. 
 

C. HSN Code for the relevant item should be clearly mentioned. 
 

18. Offers with conditions/ambiguity/incomplete shall be liable to be rejected. 

19. Rules and regulations of the tender will be part of the contract. 

20.  ARBITRATION: 

          If any difference arises concerning this agreement, its interpretation on payment to the made there 

under, the same shall be settled out by mutual consultation and negotiation. If attempts for 

conciliation do not yield any result within a period of 30 days, either of the parties may make a request 

to the Director, HBCH & MPMMCC, Varanasi to settle the dispute by Sole Arbitrator. A sole arbitrator 

will be appointed by the Director, HBCH & MPMMCC, Varanasi. In case such arbitrator refuses, is 

unwilling or becomes incapable to act or his mandate has been terminated under law, another 

arbitrator shall be appointed in the same manner from among the panel of three persons to be 

submitted by the claimant. The provision of the Arbitration and Conciliation Act, 1996, and the rule 

framed there under and in force shall be applicable to such proceedings. 
 

21. LEGAL JURISDICTION: 

         The agreement shall be deemed to have been concluded in Varanasi, Uttar Pradesh and all obligations 

hereunder shall be deemed to be located at Varanasi, Uttar Pradesh, and Court within Varanasi, Uttar 

Pradesh will have Jurisdiction to the exclusion of other courts. 

   

 

MPMMCC & HBCH, Varanasi. 
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D. INSTRUCTIONS TO BIDDER 

 

1. INTRODUCTION 

The Tata Memorial Hospital was initially commissioned by the Sir Dorabji Tata Trust on 28 February, 1941 

as a center with enduring value and a mission for concern for the Indian people. In 1952, the Indian Cancer 

Research Centre was established as a pioneer research institute for basic research – later called the Cancer 

Research Institute (CRI). In 1957, the Ministry of Health temporarily took over the Tata Memorial Hospital. 

The transfer of the administrative control of the Tata Memorial Centre (Tata Memorial Hospital and Cancer 

Research Institute) to the Department of Atomic Energy in 1962 was the next major milestone. This was 

due to the foresight and the vision of Dr. Homi Jehangir Bhabha, who envisaged the major role that radiation 

would play in cancer treatment -from imaging to staging and actual therapy. The TMH and CRI merged as 

the two arms of the Tata Memorial Centre (TMC) in 1966 represented a classic example of private 

philanthropy augmented by Government support, with a mandate for Service, Education and Research in 

cancer. 

Homi Bhabha Cancer Hospital (HBCH) and Mahamana Pandit Madan Mohan Malaviya Cancer Centre 

(MPMMCC), Varanasi are the units of Tata Memorial Centre, Mumbai (Grant-in-Aid Institution of Department 

of Atomic Energy, Government of India). Both HBCH and MPMMCC were formally inaugurated by Hon’ble 

Prime Minister, Shri Narendra Modi Ji on Tuesday, the 19th February 2019, in the presence of the Hon’ble 

Governor of Uttar Pradesh, Shri Ram Naik, Hon’ble Chief Minister of Uttar Pradesh, Shri Yogi Adityanath; 

the Secretary, Department of Atomic Energy, Govt. of India, Dr. K.N. Vyas; Head, Tata Trusts, Shri Ratan 

Tata; the Director Tata Memorial Centre, Dr. R.A. Badwe and Vice Chancellor (Banaras Hindu University), 

Dr. Rakesh Bhatnagar. 

HBCH has been named in honor of Dr. Homi Jehangir Bhabha (1909-1966), an Indian Nuclear Physicist 

and Founder Director of the Atomic Energy Establishment (now called as Bhabha Atomic Research Centre), 

who strived to promote nuclear power programs in India. He was awarded the Padma Bhushan in 1954. He 

was also nominated for the prestigious Nobel Prize for Physics in 1951 and 1953-1956. 

MPMMCC has been named in honor of Mahamana Pandit Madan Mohan Malaviya (1861-1946), an Indian 

educationalist, who strived to promote modern education among Indians and eventually co-founded the 

Banaras Hindu University (BHU) at Varanasi in 1916. Malaviya Ji was a multifaceted personality- he was a 

great patriot, a visionary, social reformer, a passionate journalist, a successful lawyer and an outstanding 

parliamentarian and statesman. He was the Vice Chancellor of the Banaras Hindu University from 1919 to 

1938. In his lifetime, Banaras Hindu University came to be known as a Capital of Knowledge across India 

and abroad. 

HBCH, the erstwhile Indian Railway Cancer Hospital, was renovated by Tata Memorial Centre with the help 

of Tata Trusts and was made functional from 1st May 2018. MPMMCC was created as a green field project 

and constructed from scratch in a record time of 10 months between April 2018 to February 2019. Tata 

Trusts supported the construction of entire building and the equipment and manpower support were 

provided by Department of Atomic Energy, Govt. of India. 

 

https://mpmmcc.tmc.gov.in/


TATA MEMORIAL CENTRE 
MAHAMANA PANDIT MANDANMOHAN MALVIYA CANCER CENTRE & HOMI BHABHA CANCER HOSPITAL 

(A Grant-in-Aid Institute under the Department of Atomic Energy, Govt. of India) 
 

                                     HBCH: Old Loco Colony, Shivpurwa, Varanasi, Uttar Pradesh - 221010 Ph. 0542-6917700, Website: mpmmcc.tmc.gov.in 

                                    MPMMCC: Sundar Bagiya, Near Nariya Gate, Banaras Hindu University Campus, Varanasi (U.P) – 221005 Ph. 0542-6917700. 

Page 19 of 37 

 

 

The distance between MPMMCC, Varanasi and HBCH, Varanasi is about 8 kilometers with driving time of 

20 minutes. There is very good road connectivity between the two hospitals. Both MPMMCC and HBCH are 

working as complementary units under the administrative control of Director, HBCH & MPMMCC, Varanasi. 

HBCH, Varanasi is the banner under which all academic programs are registered and running. However, 

both HBCH and MPMMCC, Varanasi are responsible for running the cancer care services, academic 

programs and oncology-related research work. The number of beds at HBCH and MPMMCC are 179 and 

352, respectively. Both the hospitals complement each other in terms of oncology services. Pediatric, Bone 

and Soft Tissue and Hematolymphoid malignancies are treated at HBCH. All the remaining solid tumor 

malignancies are treated at MPMMCC. 

2. OBJECTIVE 

The institute (MPMMCC/HBCH) invites offer from experienced and eligible entities (herein referred to as 

“Bidder” or “Vendor”) to provide on-premises comprehensive cyber security review of IT infrastructure at 

MPMMCC & HBCH, Varanasi.  
 

All offers of the Bidders shall be unconditional and once accepted whether with or without modifications by 

the institute shall be binding between the institute and such bidder. 

The institute will not accept any deviations from the terms and conditions specified in the tender. 

Bidders are requested to take note of the following instructions while filling out the tender form for the 

submission of Technical and Commercial offers. 

3. The tenderer should furnish the full contact details such as recent phone nos., mobile nos., email ID, mailing 

address, and office. The institute (HBCH & MPMMCC) will send all communication preferably by e-mail. 

Non-receipt of communication will not be our responsibility. So, the tenderer must ensure the correct and 

operational email ID and contact details. If any changes in contact details, then ensure to submit them to 

the institute (HBCH & MPMMCC). 

4. The bidder should have a legal entity either of individual/partners or a body corporate which may sue or may 

be sued. 

5. No quotations will be accepted by E-mail and only hard copies will be accepted. 

6. The bidder should be competent enough to deal with the business of the tendered item technically and 

financially and should have adequate manpower having prescribed qualifications (Skilled & Technical) 

required for managing the business. 

7. The bidder should have the necessary license under the prevailing laws of the land and be competent to 

undertake the import and export process of goods and services. 

8. The bidder should have tax payment capability by producing an assessment clearance certificate as and 

when asked for in addition to PAN and GST No.  

9. The bidder should provide Service Tax No. and License No. as may be required for manufacturing of items 

and/or import from foreign origin. 
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10. Experienced bidders should attach a certificate of their experience in support of their capability in the field 

of dealing with the item/services tendered. 

11. The successor/heirs in office will be responsible for the liabilities created by the bidder with respect to the 

items/services offered by the bidder. 

12. The risk of loss in transit of the goods shall be the responsibility of the bidder. 

13. The bidder will be solely responsible for the activities if found fraudulent on the part of the principal to cheat 

or swindle the Indian public by way of advance payment or breach of terms and conditions of L/C established 

for import of tendered item. 

14. The bidder will be responsible for abiding by the international laws including rules relating to packages etc. 

applicable to the item/services offered by the bidder. 

15. The supplier should have a team comprising of experts of the line for erection, installation, commissioning, 

and maintenance of the equipment/article tendered for use in the public interest. 

16. The bidder should inform in advance to the Institute about the requirement for the erection, installation, and 

commissioning indicating the additional amount of charges/expenditure by the bidder. A separate turnkey 

proposal shall be submitted if the supplier undertakes to modify the existing infrastructure to suit the 

installation of the proposed equipment.  In the normal course, the letter of intent will include the costs of the 

equipment and its installation. 

17. The bid should be submitted on company letter head and should be submitted duly signed by the authorized 

person. 

18. The tender once submitted shall not be returned to the tenderer in the future. 

19. Sub-contract is not allowed. 

20. The Institute reserves the right not to disclose names and rates of successful tenderers. 

21. The Institute will not be responsible for non-receipt of tender quotations within the specified date and time 

due to any reason including postal delay or holidays. 

22. Any bidder from a country that shares a land border with India will be eligible to bid in this tender only 

if the bidder is registered with the Competent Authority. 

23. "Bidder" (including the term 'tenderer', 'consultant' or 'service provider' in certain contexts) means any 

person or firm, or company, including any member of a consortium or joint venture (that is an 

association of several persons, or firms or companies), every artificial juridical person not falling in any 

of the descriptions of bidders stated herein before, including any agency branch or office controlled by 

such person, participating in a procurement process. 
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24. "Bidder from a country which shares a land border with India" for the purpose of this Order means:  

a) An entity incorporated, established, or registered in such a country; or 

b) A subsidiary of an entity incorporated, established, or registered in such a country; or 

c) An entity is substantially controlled through entities incorporated, established, or registered 

in such a country. 

d) An entity whose beneficial owner is situated in such a country; or 

e) An Indian (or other) agent of such an entity; or 

f) A natural person who is a citizen of such a country; or 

g) A consortium or joint venture where any member of the consortium or joint venture falls 

under any of the above. 
 

The beneficial owner for the purpose of the above will be as under: 

In the case of a company or Limited Liability Partnership, the beneficial owner is the natural person(s), 

who, whether acting alone or together or through one or more juridical persons, has a controlling 

ownership interest or who exercises control through other means. 

 

Explanation- 
 

a) "Controlling ownership interest" means ownership of or entitlement to more than twenty-five 

percent. of shares or capital or profits of the company; 

b) "Control" shall include the right to appoint a majority of the directors or to control the management 

or policy decisions including by virtue of their shareholding or management rights or shareholders 

agreements or voting agreements; 

c) In the case of a partnership firm, the beneficial owner is the natural person(s) who, whether acting 

alone or together or through one or more juridical persons, has ownership of entitlement to more 

than fifteen percent of capital or profits of the partnership; 

d) In the case of an unincorporated association or body of individuals, the beneficial owner is the 

natural person(s), who, whether acting alone or together or through one or more juridical persons, 

has ownership of or entitlement to more than fifteen percent of the property or capital or profits 

of such association or body of individuals. 

e) Where no natural person is identified under (1) or (2) or (3) above, the beneficial owner is the 

relevant natural person who holds the position of senior managing official;  

f) In the case of a trust, the identification of beneficial owner(s) shall include identification of the 

author of the trust, the trustee, the beneficiaries with fifteen percent or more interest in the trust, 

and any other natural person exercising ultimate effective control over the trust through a chain 

of control or ownership. 

g) An Agent is a person employed to do any act for another or to represent another in dealings with 

a third person. 

 

25. The bidder will be responsible for all the consequences legal or administrative with regard to the 

persons involved in erection, installation, commissioning & maintenance for compensation in case of 

any damage occurred to them while executing the work. 
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26. The bidder will be under obligation to intimate the institute in advance about the assistance to be 

extended by the institute without the involvement of expenditure or at the cost of the bidder in 

connection with the process of erection installation and commissioning. 

27. The installation/service certificate will have to be issued by the team of experts and it should be 

countersigned by the user or Authorized person the date on which such certificate is counter-signed 

will be the date from which the period of work. 

28. The bidder should ensure that the technical bid is complete in all respect and should be sealed in a 

separate cover and commercial/price Bid should be sealed in a separate cover and both the envelopes 

should be kept and sealed in a suitable size cover which should be super scribed with the name of the 

NIT No. 

29. The bidder is also advised to ensure that the Commercial offer and the technical offer papers are 

signed by the authorized persons and a rubber stamp should be put wherever asked for. 

30. The offers should be submitted within the scheduled time limits and delayed if any occurred in 

submission on account of any reason whatsoever shall not be condoned and such delayed offers 

received late shall be liable for rejection. 

31. The bidder or his authorized representative will be entitled to participate in the tender opening process 

to take note of the proceedings of disclosure. 

32. The bidder may contact the following relating to said service published in the Tender Notice; 

Information Technology Dept. at Tel No: 0542-6917700 -Ext 1112/1133 for Technical Clarification. 

Email: it@mpmmcc.tmc.gov.in 
 

33. Any change in policy decision made by the institute (HBCH & MPMMCC) management before awarding 

the contract will be binding on the vendor. 

34. Conditional & incomplete offers will not be accepted. 

35. The Director, HBCH & MPMMCC reserves the right to cancel, add, reduce, or defer the purchase/work 

without assigning any reason thereof at any stage in the processing of tenders received and no claim 

on this behalf from any tender in any way shall be entertained/tenable/entitled for compensation in one 

way or the other.  The Director, HBCH & MPMMCC on inquiry will disclose the reasons for rejecting a 

tender or non-issuing a tender document. 

         I certify that I have read the above instructions carefully and taken note of them 

 

 

 

Date:         Signature  

 

 

           (Name of an authorized person for the bidder with a seal) 
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E. SERVICE LEVEL AGREEMENT (SLA) 
 

Purpose: The purpose of this SLA is to define the scope, objectives, responsibilities, and performance metrics 
for the Comprehensive Cyber Security Review of the IT Infrastructure at MPMMCC & HBCH, Varanasi, ensuring 
that the vendor provides services that meet the agreed-upon quality and security standards. 

 

 

 

 

 

(Signature with Name of the Bidder, with Official Seal)

SN ACTIVITY 
BIDDER ACCEPTANCE / 

REMARKS 

1 

 

The Vendor shall provide the following services: Conduct a 
comprehensive cybersecurity assessment of the IT infrastructure, including 
but not limited to: 

▪ Identify vulnerabilities, risks, and gaps in the current cybersecurity 
posture. 

▪ Conduct penetration testing and vulnerability assessments. 
▪ Provide a detailed risk assessment report with actionable 

recommendations. 
▪ Develop and deliver a cybersecurity improvement plan. 
▪ Ensure compliance with applicable regulatory and industry 

standards, including but not limited. 

 

2 

 

Vendor Responsibilities: The Vendor shall- 
 

▪ Perform all tasks as outlined in the Scope of Work with due 
diligence and professionalism. 

▪ Provide regular updates on progress to the Client. 
▪ Maintain strict confidentiality of all data, reports, and information 

accessed during the review process. 
▪ Respond to Client queries and issues. 

 

3 

The Vendor shall not disclose directly or indirectly any information, IT Assets, 

and details of the Institute infrastructure/system/equipment, etc. The Bidder 

shall treat the details of the contract as private and confidential. 
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       ANNEXURE ‘A’ 

✓ BIDDERS’ PRE‐QUALIFICATION CRITERIA (TO BE SUBMITTED WITH THE TECHNICAL BID) 
 

▪ Please note that Bidders should submit all documents confirming the qualification as per the Eligibility Criteria are mentioned 

in this section as part of the Technical Bid. The bid is liable to be rejected without the submission of relevant documents. 

 

SN QUALIFYING REQUIREMENTS 
COMPLIANCE 

(Y/N) 
DOCUMENTS REQUIRED REMARKS 

1 
The bidder should be a registered company 
under relevant Indian Law. 

 
Duly attested copies of the Certificate 
of registration.  

 

2 
The bidder should have a minimum annual 
turnover of Rs.10 lakhs, in the last three 
financial years. 

 
The audited Balance Sheet and Profit 
& loss statement of the last 3 financial 
years need to be enclosed (financial 
years 2020-21,2021-22,2022-23 and 
2023-24). 

 

3 

The bidder should be empanelled as an IT 
Security Auditing Organization with Indian 
Computer Emergency Response Team 
(CERT-IN). 
Bidder must be a CERT-IN empanelled 
agency as on the date of publishing of this 
BID. 

 

Documentary proof such as a Cert-In 
certificate. A certificate of 
empanelment validity is required to be 
submitted. 

 

4 
The bidder should have experience in IT 
security audits of servers and networks for 
the last 05 years. 

 
Copies of purchase orders or 
completion certificates need to be 
submitted. 

 

5 

The bidder must have successfully executed 
cyber security audits of Government/Quasi 
Government/ PSU/ Banks, for which a 
completion certificate. 

 
A copy of the purchase order or 
satisfactory completion certificates for 
the same needs to be submitted. 

 

6 

The responding firm must not be blacklisted 
by any Central/State 
Department/Establishments in India at any 
point of time for breach of ethical conduct or 
fraudulent practices. 

 

A self-declaration that the Bidder has 
not been blacklisted is to be submitted 
(On Letter Head)  

 

7 
The vendor is to confirm that the bid has not 
been submitted to Consortium or 
Subcontracting.  

 Declaration in this regard by the 
authorized signatory of the 
Responder. (On Letter Head)  
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FORM ‘A’ (Experience & Running Contracts) 

 

Sr.No Name of Organization Address Contact Details 
Experience for 3 Years 

Nature of Experience 
To Date From Date 

1       

2       

3       

4       

5       

6       

7       

8       
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FORM ‘B’ (Turnover and Profitability) 
 

Sr. No Financial Year Profit Loss Annual Turnover Total Turnover 

1      

2      

3      

4      

5      

6      

7      
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FORM ‘C’ (Escalation Matrix) 

Sr. No Name of Person Designation Contact Number E-Mail ID Triggers When 

1      

2      

3      

4      

5      
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ANNEXURE ‘B’ 

 

BID SECURITY DECLARATION 
 

     (On Letter Head of the Tenderer) 

 

NIT No. TMC/MPMMCC/IT/2025/NIT/36 

 

We hereby declare and accept that if we withdraw or modify our bid during the period of validity, or if 

we are awarded the contract and we fail to sign the contract or fail to submit the performance security 

before the deadline defined in the NIT, we agree for suspension for a period of TWO years from 

participating in GeM and in any tender of your Institute which shall be binding on us and we shall not 

appeal against the same. 

 

Date:         Sign of Authorized Signatory 

 

        Name: 

        Designation:  

        Seal:  
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ANNEXURE ‘C’ 

TENDER ACCEPTANCE LETTER 
(TO BE GIVEN ON COMPANY LETTER HEAD) 

                                                                                                                                             Date: 

To, 

The Director 

Mahamana Pandit Madan Mohan Malviya Cancer Centre & 

Homi Bhabha Cancer Hospital, Varanasi, Uttar Pradesh 221005. 

 

Subject: Acceptance of Terms & Conditions of Tender.  

Tender Reference No:     ________________________________________________________ 

Name of Tender / Work:  _________________________________________________________ 

Sir, 

I/We have read the General and Special Terms and Conditions of the contract given above. I /We agree to 

abide by them. 

1. I/ We have downloaded/obtained the tender document(s) for the above-mentioned ‘Tender/Work’ from the 

website (s) namely: _____________________________________ as per your advertisement, given in the 

above-mentioned website(s) and I/We have not tampered /modified the tender documents in any manner. In 

case the same is found tampered/ modified, I/We understand that my/our offer shall be summarily rejected 

and I/We are liable to be banned from doing business with HBCH & MPMMCC, Varanasi, and/or prosecuted 

as per laws. 

2. I / We hereby certify that I/we have read the entire terms and conditions of the tender documents from Page 

No. ____________ to __________ (including all documents like annexure(s), schedule(s), etc..,), which form 

part of the contract agreement and I/we shall abide hereby by the terms/conditions clauses contained therein. 

3. The corrigendum(s) issued from time to time by your department/ organization too have also been taken into 

consideration while submitting this acceptance letter. 

4. I / We hereby unconditionally accept the tender conditions of the above-mentioned tender document(s) / 

corrigendum(s) in its totality/entirety. 

5. I / We do hereby declare that our Firm has not been blacklisted/ debarred/ terminated/ banned by any Govt. 

Department/Public sector undertaking. 

6. I / We certify that all information furnished by our Firm is true & correct and, in the event, that the information 

is found to be incorrect/untrue or found violated, then your department/ organization shall without giving any 

notice or reason therefore or summarily reject the bid or terminate the contract, without prejudice to any other 

rights or remedy including the forfeiture of the full said earnest money deposit absolutely. 

 

Yours faithfully,  

(Signature with Name of the Bidder, with Official Seal)  
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ANNEXURE ‘D’ 

 

VENDOR CAPABILITY FORM (APPLICATION) 

 

NIT No. TMC/MPMMCC/IT/2025/NIT/36      Date:  

     

Name of the Item / Work:   

Due Date of the submission of the tender.   

Receipt No. for EMD Amount and Date    

 Name / Title of the Bidder   

 Full Address (recent)    

 

E-Mail (recent) 
  

 

Tel. No & Mobile No. (recent) 
  

 

Fax (recent) 
  

 

Name of the person authorized to deal/undertake the business 

for and on behalf of the bidder 
   

Tel. No & Mobile No. (Recent) 
  

 

Fax (Recent) 
  

 

E-Mail (Recent) 
  

 

 Legal entity of the bidder whether Firm / Society / Company / 

Other entity 
   

a.       Registration No.    b.  Authority with whom registered 
 

 

         c.      License No. granted by                                              for   
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The main business of the bidder whether Manufacturer, 

Business Distributor, Wholesale Dealer, Retail trader or 

Service Agent 

  

Authorized Area of operation in India   

 

Name of the Principal Organization / Company for and on 

behalf working in India 
   

Origin of the Principal Organization / Company    

Address of the Principal Organization / Company    

Tel. No. & Mobile No.: 
  

 

Fax: 
  

 

E-Mail: 
  

 

Name & Address of the Bankers along with Bank  

Account No. and IFSC code of the bidders. 

   

Account No:  

IFSC Code:  

Authority / Delegation / License No. & Date granted by the 

principal to the representative bidder        
   

PAN No.            

Registration No. granted by GST    

GST/CGST/SGST NO.     
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HSN code of the product   

 Import / Export Code No.   

License No. for import   

No. of manpower employed by the bidder 

a. Scientific                                    b. Technical 

c. Administrative                            d. Finance 

Support facility equipment No.   

 

Whether supply of any item/service to HBCH & MPMMCCin 

past; if yes indicate the Purchase Order No. & Date 
   

 Any other relevant information for submission    

 

Certified that the above information is correct & true to the best of my knowledge and belief. Nothing has  

been concealed and fabricated and in case any information is found incorrect.  I, the under signatory will  

be personally responsible.                                                                                            

 

 

                                                                                                    

 

 

  

Signature with Name of the Bidder, with Official Seal 
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     ANNEXURE ‘E’ 

(On Letter Head of the Tenderer) 

MANDATORY CONDITIONS TO BE SATISFIED BY ANY BIDDER FROM A COUNTRY THAT 

SHARES A LAND BORDER WITH INDIA 

 

(This annexure is to be signed and stamped and submitted by the Bidder along with the bid) 

 

A. The tender shall be governed by the following terms and conditions: 
 

I. Any bidder from a country that shares a land border with India will be eligible to bid in this tender 

only if the bidder is registered with the Competent Authority as specified in Order (Public 

Procurement No.1) F.No.6/18/2019-PPD Dated 23.07.2020 issued by Ministry of Finance, 

Department of Expenditure, Public Procurement Division and as amended from time to time. Such 

registration should be valid at the time of submission and acceptance of bids. 

 

II. "Bidder" (including the term 'tenderer', 'consultant' or 'service provider' in certain contexts) means 

any person or firm or company, including any member of a consortium or joint venture (that is an 

association of several persons, or firms or companies), every artificial juridical person not falling in 

any of the descriptions of bidders stated hereinbefore, including any agency branch or office 

controlled by such person, participating in a procurement process. 

 

III. "Bidder from a country which shares a land border with India" for the purpose of this Order means:  

a. An entity incorporated, established or registered in such a country; or 

b. A subsidiary of an entity incorporated, established or registered in such a country; or 

c. An entity substantially controlled through entities incorporated, established or registered in 

such a country; or 

d. An entity whose beneficial owner is situated in such a country; or 

e. An Indian (or other) agent of such an entity; or 

f. A natural person who is a citizen of such a country; or 

g. A consortium or joint venture where any member of the consortium or joint venture falls 

under any of the above 
 

IV. The beneficial owner for the purpose of (iii) above will be as under: 

1. In the case of a company or Limited Liability Partnership, the beneficial owner is the natural 

person(s), who, whether acting alone or together or through one or more juridical persons, 

has a controlling ownership interest or who exercises control through other means. 
 

Explanation- 

a) "Controlling ownership interest" means ownership of or entitlement to more than twenty-five 

percent of shares or capital or profits of the company; 
 

b) "Control" shall include the right to appoint a majority of the directors or to control the 

management or policy decisions including by virtue of their shareholding or management rights 

or shareholders agreements or voting agreements; 
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2. In the case of a partnership firm, the beneficial owner is the natural person(s) who, whether 

acting alone or together or through one or more juridical persons, has ownership of entitlement 

to more than fifteen percent of capital or profits of the partnership; 

3. In the case of an unincorporated association or body of individuals, the beneficial owner is the 

natural person(s), who, whether acting alone or together or through one or more juridical 

persons, has ownership or entitlement to more than fifteen percent of the property or capital 

or profits of such association or body of individuals. 

4. Where no natural person is identified under (1) or (2) or (3) above, the beneficial owner is the 

relevant natural person who holds the position of senior managing official; 

5. In the case of a trust, the identification of beneficial owner(s) shall include identification of the 

author of the trust, the trustee, the beneficiaries with fifteen percent or more interest in the 

trust, and any other natural person exercising ultimate effective control over the trust through 

a chain of control or ownership. 
 

V. An Agent is a person employed to do any act for another or to represent another in dealings with a 

third person. 

VI. The successful bidder shall not be allowed to sub-contract works to any contractor from a country 

that shares a land border with India unless such contractor is registered with the Competent Authority. 

VII. Certificate regarding compliance: A certificate shall be provided by bidders in the tender documents 

regarding their compliance with these clauses. If such a certificate given by a bidder whose bid is 

accepted is found to be false, this would be a ground for immediate termination and further legal 

action in accordance with the law. 

VIII. Validity of registration: In respect of tenders, registration should be valid at the time of submission of 

bids and at the time of acceptance of bids. If the bidder was validly registered at the time of 

acceptance/placement of the order, registration shall not be a relevant consideration during contract 

execution. 

 

B. Not with standing above, the terms and conditions mentioned above will not apply to bidders from those 

countries (even if sharing a land border with India) to which the Government of India has extended lines 

of credit or in which the Government of India is engaged in developing projects. "I have read the clause 

regarding restrictions on procurement from a bidder of a country which shares   a land border with India 

and on sub-contracting to contractors from such countries; I certify that this bidder is not from such a 

country or, if from such a country, has been registered with the Competent Authority and will not sub-

contract any work to a contractor from such countries unless such contractor is registered with the 

Competent Authority. I hereby certify that this bidder fulfills all requirements in this regard and is eligible 

to be considered. [Where applicable, evidence of valid registration by the Competent Authority shall be 

attached.]" 

 

Dated:                                                                                                Authorized Signatory: 

   Name: -  

   Designation: - 

         

       Seal: - 
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ANNEXURE – ‘I’ 

 PART I – TECHNICAL BID 
 

NIT No. TMC/MPMMCC/IT/2025/NIT/36 

If the tenderer is not capable of quoting a particular item tenderer should clearly mention it in the technical bid 

in the compliance report. For the cases where in the compliance report if the tenderer has not mentioned 

anything then management is free to presume that it is inclusive of the cost quoted by the tenderer. 

 

 

SN SERVICE NAME 

ITEM OFFERED 

/ QUOTED 

(YES/NO) 

DULY FILLED COMPLIANCE 
SHEET PER ANNEXURE ‘A’ 

SUBMITTED (YES/NO) 

1 
COMPREHENSIVE CYBER SECURITY 
REVIEW OF IT INFRASTRUCTURE AT 
MPMMCC & HBCH, VARANASI. 

  

 
Note: Please quote only YES OR NO for the offered item & do not quote the prices in the technical Bid in case the price is quoted 

in the Technical Bid the said offer will be summarily rejected. 

 

 

 

(Signature with Name of the Bidder, with Official Seal) 
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Please furnish the following details in the given proforma. 

Sr. No Documents/Details 
Compliance 

(Details & Yes/No) 

1 
Bid Security Declaration (as per the format in 

Annexure ‘B’)  

Copy Enclosed …………………………………… Yes/No 

2. 

Bidder Category i.e., Manufacturer /Distributor 

/Dealer / Trader/Supplier relevant document should 

be Submitted. 

Copy Enclosed …………………………………… Yes/No 

3 Copy of PAN, duly signed & stamped.   
i) PAN No……………………............................  

ii) Copy of Certificate Enclosed …………..Yes/No 

4 
Copy of GST Registration Certificate, duly signed & 

stamped, clearly mentioning the GSTIN number.   

i)  Registration No……………………............................  

ii) Copy of Certificate Enclosed …………..Yes/No 

5 
Copy of profit & loss A/c and Balance Sheet of the 

company for the last 03 Financial Years. 
Copy Enclosed …………………………………… Yes/No 

6 Copy of ITR of last 03 Financial years. Copy Enclosed …………………………………… Yes/No 

7 

Evidence for the supply of a similar nature of 

work/service in government hospitals / reputed 

private hospitals/reputed organizations in India. 

Copy Enclosed …………………………………… Yes/No 

8 
Tender Acceptance Letter in the format enclosed in 

Annexure ‘C’ 
Enclosed ……………………………………………. Yes/No 

9 

Mandatory Conditions to be satisfied by any bidder 

from a country that shares a land border with India 

in the format enclosed in Annexure ‘E’. 

Enclosed ……………………………………………. Yes/No 

 

 

Certified that the above information is correct & true to the best of my knowledge and belief.  In case any 

information is legally suppressed, and /or found false and incorrect, the under signatory will be personally 

responsible for the consequences, and the tender is liable to be rejected summarily without assigning any 

reason. 

 

 

 

 

 

 

 

 

(Signature with Name of the Bidder, with Official Seal) 
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ANNEXURE – ‘II’ 

 

PART II – COMMERCIAL BID 

 

NIT No. TMC/MPMMCC/IT/2025/NIT/36 

*The details of the price of the items should be quoted in Part II of the tender in a separate sealed envelope. 
 

COMPREHENSIVE CYBER SECURITY REVIEW OF IT INFRASTRUCTURE 
AT MPMMCC & HBCH, VARANASI. 

SN ITEM DESCRIPTION QTY RATE GST TOTAL AMOUNT 

1 
Comprehensive Cyber Security 

Review of MPMMCC & HBCH 
1    

 

FINAL QUOTED AMOUNT (INCLUDING GST) IN WORDS: 

# L1 bidder will be decided based on the total amount quoted for items. 
 
 

Note: 
 

A) The quoted rate should be FOR: Destination i.e., MAHAMANA PANDIT MADAN MOHAN MALAVIYA 

CANCER CENTRE, & HOMI BHABHA CANCER HOSPITAL, Varanasi, Uttar Pradesh 221005. 

 

B) This is a fixed-price tender. Any request for rate revision till the currency of the contract shall not be 

considered. 

 

C) The currency of all quoted rates shall be in Indian Rupees. All payments shall be made in Indian Rupees. 

 

 

 

 

 
(Signature with Name of the Bidder, with Official Seal) 

https://mpmmcc.tmc.gov.in/

